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1. Role Definitions
	Role
	Description
	Access Level
	Approval Required

	Data Admin
	Full administrative access to data platform
	Full
	IT Director + CISO

	Data Engineer
	Build and maintain pipelines and transformations
	Read/Write/Execute
	Data Platform Lead

	Data Steward
	Manage data quality and business metadata
	Read/Write (domain)
	Data Governance Lead

	Business Analyst
	Query and analyze data for insights
	Read Only
	Manager

	Report Consumer
	View dashboards and reports
	View Only
	Manager




2. Resource Access Matrix
	Resource
	Data Admin
	Data Engineer
	Data Steward
	Business Analyst
	Consumer
	Legend

	Bronze Layer
	CRUD
	CRU
	R
	-
	-
	

	Silver Layer
	CRUD
	CRU
	RU
	R
	-
	C=Create

	Gold Layer
	CRUD
	CRU
	RU
	R
	R
	R=Read

	Pipelines
	CRUD
	CRUD
	-
	-
	-
	U=Update

	Reports/Dashboards
	CRUD
	R
	R
	R
	R
	D=Delete




3. Data Classification & Access
	Classification
	Description
	Access Controls
	Examples

	Restricted
	Highly sensitive, regulated data
	Named individuals only, audit log
	SSN, Medical Records, PHI

	Confidential
	Sensitive business data
	Role-based, need-to-know
	Financial data, PII, contracts

	Internal
	Internal use only
	All employees
	Policies, procedures, plans

	Public
	Non-sensitive, shareable
	No restrictions
	Published reports, press releases



4. Access Request Process
	Step
	Action
	Owner
	SLA

	1
	Submit access request via ServiceNow
	Requestor
	-

	2
	Manager approval
	Requestor's Manager
	2 business days

	3
	Data Owner approval (if Confidential/Restricted)
	Data Owner
	3 business days

	4
	IT Security review (if Restricted)
	IT Security
	5 business days

	5
	Access provisioning
	Platform Admin
	1 business day
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